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Abstract of JP2001 077806 

RROBLEM TO BE SOLVED: To ensure a copyright 
protection function of contents recorded in a 
medium and to secure security required for it by 
using a card provided with an interface. SOLUTION: 
A card 102 has different encryption algorithm sets 
(encryption sections &alpha , &beta ), the 
encryption section &alpha 203 decodes contents 
that are encrypted and transmitted, the encryption 
section &beta 206 is used at recording, the contents 
that are encrypted by using a random number for a 
key and an identrfication code using the random 
number are recorded in a medium, the card has the 
identification code by each title of the contents and 
the decoding key. the identification code is used at 
reproduction of contents, key information not open 
to public is decoded at an outside of the card so as 
to attain copyright management such as output of 
contents to other recorder without recording the 
copyright protection information like the decoding 
key to the medium. 
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[0033] 

(Recoding content on media) 

The following will explain an operation for recording 
contents from a broadcast source station 100 to a reception, 
5 recording and reproducing apparatus 101. FIG. 4 shows a 
configuration view of a card 102. 
[0034] 

In FIG. 4, 200 denotes a card I/O for performing data 
transmission and reception with the reception, recording and 

10 reproducing apparatus 101, 201 denotes a CPU that controls the 
card 102, 202 denotes a ROM that stores a program executed by 
the CPU 201, 203 is an encryption section a having 
cryptographic algorithm for use in content to be distributed 
from the broadcast source station 100, 204 denotes a random 

15 number generator, 205 denotes an interface that performs data 
transmission and reception with an outer device of the reception, 
recording and reproducing apparatus 101, 206 denotes an 
encryption section ^ having cryptographic algorithm for use 
in recording distributed content on media and the lilce, 207 

20 denotes a master Icey that is a Icey for decoding encrypted content 
distributed from the broadcast source station, 208 denotes a 
management information section that is configured by an 
involatile memory that stores information necessary for 
reproducing content, and 209 denotes a reproduction charging 

25 table section that is configured by an involatile memory to be 
used in processing reproduction charging to be described later. 
[0035] 
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FIG. 5 is a configuration view of the reception, recording 
and reproducing apparatus 101 . In FIG. 5, 210 denotes a network 
interface for performing data transmission and reception with 
the broadcast source station 100 through a public network 103, 
5 211 denotes an expansion processing section that decodes data 
of MPEG video and audio, 212 denotes a card I/O for performing 
data transmission and reception with card 102, 213 denotes a 
signal processing section that creates a recording format, 214 
denotes a laser drive section, 215 denotes an optical head 
10 section, 216 denotes a disk, 217 denotes a CPU that controls 
the reception, recording and reproducing apparatus 101, and 218 
denotes a setting section 218 that sets an operation of the 
reception, recording and reproducing apparatus 101 by a user. 
[0036] 

15 Here, the card 102 is installed in the reception apparatus 

101 so as to allow communications using the card I/O 200 and 
the card I/O 211 of the reception, recording and reproducing 
apparatus 101. 
[0037] 

20 Table 1 shows a format of storage data in the management 

infonnation section 208, 300 denotes a content title, 301 
denotes an identification code for performing identification 
for each content, 302 denotes a key to be used when the content 
is encrypted and recorded, 303 denotes a copy nximber restriction 

25 code for restricting the number of times when the content is 
output to an outer section, 304 denotes a class code for 
identifying a rate for reproduction charge when recording on 
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the medium is performed for each content, 305 denotes a date 
code indicating date when recording is performed for each 
content, 306 denotes a reproduction restriction code for 
restricting quality of the content recorded on the medium when 
5 outputting it to the outer section of the reproduction apparatus, 
307 denotes a trace code for recording a distribution source 
for each content when the content is recorded, and 308 denotes 
a charging rate when reproduction charging is carried out. 
[0038] 
10 [Table 1] 
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[0039] 

The following will explain an operation for recording a 
15 content of a title X to the reception, recording and reproducing 
apparatus 101. First, the content transmitted in an encrypted 
format from the broadcast source station 100 via the network 
103 is received by the networlc interface 210 of the reception. 
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recording and reproducing apparatus 101 and is transmitted to 

the card 102 through the card I/O 212. 

[0040] 

In the card 102, a control program of the ROM 202 is 
5 executed by the CPU 2 01, whereby the random niimber generator 
204 generates a first random number to serve as a key A in step 
Sll as shown in FIG. 6. In step S12, the random number generator 
204 generates a second random number to serve as a random number 
A. In step S13, the random number A is compared with information 

10 registered as an identification code in the management 
information section 208. When a match is found (No) , step S12 
is executed, and when no match is found (Yes) , the random nxamber 
A is used as an identification code B in step S14. This creates 
a pair of identification codes that can distinguish between a 

15 key for encrypting content at a recording time to be described 
later and a key that is stored in the card 102 necessary for 
decoding the content at a reproducing time. 
[0041] 

Then, the content input through the card I/O 200 is decoded 
20 in a predetermined unit by the encryption a 203 using the 
master key 2 07, the content is encrypted by the encryption 
section i3 206 using the key A, and the identification code B 
and the encrypted content are transmitted to the reception, 
recording and reproducing apparatus 101 from the card I/O 200. 
25 Furthermore, the key A, identification code B and information, 
which is specifically described later and which is included in 
the header information section 117, are stored in the management 
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information section 208 on a title basis as shown in table 1. 
If no setting is made here, zero is set and the explanation is 
given as follows. 
[0042] 

5 The reception, recording and reproducing apparatus 101 

converts the identification code and the content received by 
the card I/O 212 to a recording format after an error correction 
code for correcting an error is added by the signal processing 
section 213, and processing for converting the recorded 
10 information from an electrical signal to an optical signal is 
carried out by the laser drive section 214, and the result is 
recorded on the disc 216 by the optical head section 215, 
[0043] 

The cryptographic algorithm for use in distributing the 
15 content via the network is made different from the cryptographic 
algorithm for use in the media recordable or reproducible device 
by the aforementioned operation, whereby even if the 
cryptographic algorithm for use in the network is decoded, it 
is impossible to decode the content, which has been encrypted 
20 and recorded on the media, and this strengthen the safety of 
content copyright protection. 
[0044] 

Moreover, by converting the encryption of content in the 
card, it is possible to perform conversion of encryption as the 
25 security of content is maintained without making a plaintext, 
which is in the process of being converted, open to the public. 
[Brief Description of the Drawings] 
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[FIG. 1] A configuration view of a transmission system 
according to one embodiment of the present invention; 

[FIG. 2] A block diagram showing a content encryption 
transmission configuration in the same transmission system; 

[FIG. 3] A transmission format confirmation view of the 
same transmission system; 

[FIG. 4] A configuration view of a card used in the same 
transmission system; and 

[FIG. 5] A configuration view of a reception, recording 
and reproducing apparatus of the same transmission system. 
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[FIG. 1] 
RECEIVING SIDE 
PUBLIC 

TRANSMITTING SIDE 
5 100: BROADCAST SOURCE STATION 

[FIG. 2] 
RECEIVING SIDE 
110: DECODING 
10 111: MASTER KEY 
112: CONTENT KEY 
CONTENT 
PUBLIC 

TRANSMITTING SIDE 
15 109: MASTER KEY 
108: CONTENT KEY 
107: ENCRYPTING 
CONTENT 

20 [FIG. 3] 

113: PREAMBLE 

114: TRANSMISSION DESTINATION ADDRESS 

115: TRANSMISSION SOURCE ADDRESS 

116: DATA SECTION 

25 117: HEADER INFORMATION SECTION 

118: DECODING KEY INFORMATION SECTION 

119: CONTENT INFORMATION SECTION 
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[FIG. 4] 
200: CARD I/O 
203: ENCRYPTION SECTION A 
5 204: RANDOM NUMBER SECTION 
205: INTERFACE 
206: ENCRYPTION SECTION B 
207: MASTER KEY 

208: MANAGEMENT INFORMATION SECTION 
10 209: REPRODUCTION CHARGING TABLE SECTION 
DATA INPUT/ OUTPUT 

[FIG. 5] 

210: NETWORK INTERFACE 
15 211: EXPANSION PROCESSING SECTION 
212: CARD I/O 

213: SIGNAL PROCESSING SECTION 
218: SETTING SECTION 
214: LASER DRIVE 
20 DATA INPUT/OUTPUT 
VIDEO OUTPUT 
AUDIO OUTPUT 
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